[Mpunoxenne Ne 11
K IIpaBuiaM OTKpPBITHS U 0OCITy>)KUBaHUSI OAaHKOBCKOTO CUETa C MPEAOCTABICHHEM
KopnopaTuBHBIX OaHkoBckHX KapT B AO Kb «ConupapHocTs»

P BAHK
<Y COAMAAPHOCTb

MMAMSITKA
"0 MEPAX BE30MIACHOI'O UCHIOJIb30BAHMS IIIATEKHBIX
(BAHKOBCKHUX) KAPT"

CoOmonienne  pekoMeHaanmii, conxepkammxcs B [lamsaTke, MO3BONIMT  0OECIECYHTH
MaKCHUMaJIbHYI0 COXPaHHOCTH IUIAaTeXHOH (OaHKOBCKO) KapThl (najgee — KapTer), ee peKBU3UTOB,
IIMH n npyrux HOaHHBIX, a TaKKE€ CHHU3UT BO3MOXKHBIE PUCKHM IIPU COBEPILUCHHMM Ollepauui C
ucnonb3oBanueM Kaptel B bankomate, npu 6e3HaIM4HOM oI1aTe TOBAPOB U YCIYT, B TOM YHCIIE Yepes3
cetb «HTEpHETY.

Knuenry/ [lepikareinto 3amnpenaetcs

Kmuenty/ Jlepxaremo Kaptel 3anpemaercs coodmars [IMH-koa, u npyrue nanasie Kapter,
CMC-koabl TOATBEPKICHUS ONepaluii (3T0O MOTYT OBITh KaK YHMCJIOBbI€ KOAbI, TIOJITBEPKIAIOIIIE
omepanuu B cetn «MHTEpHET», TaKk W KOJbI, MOATBepxkAaromue onepanund B Cucreme «HTEpHET-
Knuent»), maponu ans Bxona B CucreMy «VHTEpHET-KIMEHT», a TAaKKE HHBIX 3JICKTPOHHBIX
NPWIOKECHNH OaHKa TPeThbUM JIMIAM, B TOM YHUCJIC POJACTBCHHHKAM, 3HAKOMBIM, COTPYIHHUKAM
KPeIUTHOW OpraHu3anuu, KacCupaMm u Julam, nomoraronmm Jlepxkatento B ucnoip3oBanuu Kaptel
win npoBeaeHun onepanuu B Cucteme «HTEpHET-KIMEHT», a TAaK)Ke MEPEeChUIaTh 3TH JaHHBIC IO
nyOJMYHBIM KaHalaM CBsI3HM, BKIOYas TejaeOHHBIH pasroBop, SMS, e-mail, unbie myOauyHbIie
cepBuCHI B ceTH «MHTEpHETY.

OO0mre pekoMeHIau

1. Hukorga e coo6maitte [IMH Tpethbum nuiiam, B TOM 4Yuciie pOACTBEHHUKAM, 3HAKOMBIM,
COTPYIHMKAM KPEIMTHOM OpraHu3aluy, KacCHUpaMm M JIMIaM, MOMOraroumM Bam B HCIOJIB30BaHUU
Kaprsl.

2. II1MH HCO6XO,I[I/IMO 3aIlIOMHUTDB WJIN B CJIy4ac, €CJIU 3TO ABJISACTCA 3aTPYAHUTCIIBHBIM, XPAHUTDH
€ro OTACJIbHO OT KapTBI B HCABHOM BHUAC U HCEAOCTYIIHOM IJId TPETbUX JIUI, B TOM YHUCIIC
POACTBCHHHUKOB, MECTC.

3. Hukoraa HU pH KakuX 00CTOATENbCTBAX HE NepeaaBaiite KapTy /Ui ncnoiab30BaHUs TPEThUM
JMIaM, B TOM yucie poactBeHHukaM. Ecnun Ha Kapre Hanecensl damwmiusg u ums [epxarens, To
TOJIbKO 3TOT JlepkaTenp UMeeT MpaBo HUcIoib30BaTh Kapry.

4. Ilpu momy4yenun KapTel pacnummrech Ha ee 000pOTHOW CTOPOHE B MECTE, MPeAHa3HAYEHHOM
nust monnucu Jlepskarenst KapTel. OTo cHU3MT puck ucnonb3oBanus Kaptel 6e3 Bamero cornmacus B
CcllyJae ee yTpaThl.

5. BynbTre BHUMATEIbHBI K YCJIOBHMSM XpaHeHHs U ucnosb3zoBaHus Kaptel. He monsepraiite
Kapty mexaHuueckum, TeMIlepaTypHBIM M 3JIEKTPOMArHUTHBIM BO3JICUCTBHSAM, a Takke u30OeranTe
MomajilaHusl Ha Hee Biard. KapTy Hemb3s XpaHUTh PSIIOM C MOOWIBHBIM Tele(OHOM, OBITOBOU H
0(HCHOMN TEXHHUKOM.

6. Tenedon banka - sMmutenta Kaptsl ykazan Ha 000poTHOI cTopoHe OaHKOBCKOM KapThl. Takke
HE00X0/IMMO BcerJa MMeTh NpHu cebe KoHTakTHbE TenedoHbl bank m Homep KapTel Ha npyrux
HOCUTENSIX MHGOpPMAalMU: B 3alMCHON KHM)KKE, MOOWJIBHOM TeledoHE W/WIM APYTUX HOCHUTEISNX
uH(OpMaLKK, HO He pAJoM c 3anuckio o [THH.



7. C uenbro NpenoTBpalleHHs] HEIPAaBOMEPHBIX ACUCTBUN IO CHATHUIO BCEH CYMMBI JIEHEXHBIX
cpeacts co Cyera 11eeco00pa3HO YCTAHOBUTH CYTOUHBIN JIMMHUT Ha CyMMY OIleparifii o 6aHKOBCKOM
KapTe U OJHOBPEMEHHO MOAKIIIOUUTH JJIEKTPOHHYIO YCIYTy ONOBEIIEHUS O MPOBEIECHHBIX ONEepaIusaxX
(omoBemieHue nocpeacTsoM SMS-coo0meHu# WM UHBIM CITIOCOO0M).

8. Ilpu momydeHuu mOpPOCLOBI, B TOM YHCIE CO CTOPOHBI COTpyAHHMKA baHka, cooOmMUTH
nepcoHabHbIe NaHHbie win uHopmanuio o Kapre (B Ttom uymcne IIMH) He coobmaiite wux.
[Tepe3Bonute B bank u cooOuiure o 1aHHOM (aKTe.

9. He pexomenayercsi oTBeuaTh Ha JJICKTPOHHBIE MUCHbMA, B KOTOPBIX OT HMMEHHM baHka
npejJiaraeTcsl MpeJoCTaBUTh MepcoHaNbHbIe AaHHble. He cienyiite mo "ccpuikam", yka3aHHBIM B
nuchbMax (BKIIFOYAsi CChUIKM Ha callT baHka), T.K. OHU MOTYT BECTH Ha CalThI-IBOMHUKHU.

10. B memsax uH(GOPMAIMOHHOTO B3aMMOJICHCTBHA ¢ BaHKOM pEKOMEHIYeTCsl MCIOJIb30BaTh
TOJNBKO PEKBHU3HUTHI CPEICTB CBSI3W (MOOMJIBHBIX M  CTAllMOHApHBIX TeneoHOB, (hakcos,
MHTEPaKTUBHBIX Web-caliTOB/OpTanoB, OOBIYHON U 3JIEKTPOHHOM HOYTHI U 11p.), KOTOPbIE YKa3aHbl B
JIOKYMEHTAaX, II0Jy4YE€HHBIX HEIIOCPEACTBEHHO B baHke.

11. ITomuure, uro B ciy4yae packpeitusi [IMH, nepcoHanbHBIX AaHHBIX, yTpaThl Kaptbl
CYILIECTBYET PUCK COBEPIICHUSI HEMPABOMEPHBIX ACHCTBUU C ACHEXHBIMH cpeicTBamu Ha Cuere co
CTOPOHBI TPETHUX JIMII.

B cnywae ecnm umerorcs npeanonoxkeHus o packpsitun [IMH, nepcoHanbHBIX JaHHBIX,
MO3BOJIAIOIIMX COBEPLIMTh HENpaBoMepHble AeiicTBus co Cuerom, a Takxke eciu Kapra Obuia
yTpaueHa, He00X0AMMO HeMeUIEHHO 00paTuThes B baHk U cieoBath ykazaHUsIM cOoTpyAHUKa baHka.
Jlo momeHTa oOpamienust B bank Jlep:karenb HECET PHUCK, CBSI3aHHBIM C HECAHKIMOHHPOBAHHBIM
CIIMCaHMEM JEHEXHBIX cpelcTB co Cuera. CoracHO ycloBHAM JoroBopa ¢ baHkoMm [eHEXHbIE
CpelcTBa, crnucaHHble co Cuera B pe3ynbTaTe HECAaHKIMOHMPOBAHHOI'O MCIOJb30BaHUs KapThl 1o
MOMEHTa yBeloMJIeHHsI 00 3ToM baHka, He BO3MeLIatoTCs.

Pexomenpanuu npu coBepIIeHUH ONepalui
¢ Kaproii B bankomare

1. OcymiecTBisiiTe onepaiyuu ¢ UCMoyib30BaHWeM baHKOMAaTOB, YCTAaHOBJICHHBIX B 0€30IMAaCHBIX
MecTax (HalpuMmep, B TOCYJapCTBEHHBIX YUPEKICHUSX, TOpa3AeTIeHUSIX OaHKOB, KPYITHBIX TOPTOBBIX
KOMILJIEKCaX, TOCTUHUIIAX, a3POMOPTax M T.I1.).

2. He ucnons3yiite ycrpoiicTBa, Kotopsle TpeOyroT BBoaa I[IMH ans noctyna B momerenue, rie
pacnosioxkeH bankomar.

3. B ciyuae ecnu no6au3octy oT baHkomaTa HaXoAsTCsS MOCTOPOHHME JIMIA, CIETYET BHIOPATh
Oonee monxojfiiee BpeMs s HCNONb30BaHMs baHkoMara WM BOCHOJB30BAaThCA JIPYIMM
bankomarom.

4. Ilepen ucnonpzoBanueM bankomara oCMOTpUTE €r0 Ha HAIMYUE JOMOJIHUTENbHBIX YCTPOMCTB,
HE COOTBETCTBYIOUIMX €ro KOHCTPYKLMHU M paclolioKeHHBIX B Mecte HaOopa IIMH u B Mmecte
(mpope3b), mpenHa3HayeHHOM Juis npuema KapT (Hampumep, Hanuuue HEPOBHO YCTaHOBJIECHHOM
knaBuatypel Habopa [IMH). B yka3aHnHoM ciiyuyae BO3JEpXKHTECh OT HCHOJIB30BAHUS TAaKOTO
bankomara.

5. B cnyuae ecnu knaBuarypa wium Mmecto Juia npuema Kapr bankomarta o6opynoBaHbI
JOTIOJTHUTEIbHBIMUA yYCTPOWCTBAMHU, HE COOTBETCTBYIOLUIMMH €r0 KOHCTPYKLIMH, BO3JEPKUTECH OT
ucnonbp3oBanuss Kaptel B nmanHoMm bankomare M cooOmIuTE O CBOMX MOJO3PEHUSAX COTPYIHUKAM
KpEeIMTHON OpraHu3aiuy no Tenedony, ykazaHHoMy Ha bankomare.

6. He nmpumensiite ¢usznueckyro cuiy, uroObl BcraButh Kapty B bankomar. Eciu Kapra He
BCTAaBIIIETCS, BO3AEPKUTECH OT UCIOJIb30BaHUs Takoro bankomara.



7. HaOupaiite IIMH Takum o0pazom, 4TOOBI JIIOJM, HAXOSIIUECS B HEMOCPEICTBEHHOM
6nmu3octu, He cMoriu ero yBuueTb. [Ipu Habope ITMH npukpeiBaiiTe Ki1aBuaTypy pyKou.

8. B cmyuae ecnmun bankomar paboTtaer HEKOPPEKTHO (HAmpuMep, J0ITOe BpPEeMsl HaXOJHUTCS B
pPEXHUME OKUAAHMSI, CAaMOIIPOU3BOJIBHO IE€PE3Arpy’,aeTcs), CIeAyeT OTKa3aThCsl OT HUCIIOJIb30BAHMS
Takoro baHkoMara, OTMEHUTH TEKYIIYIO OIEpallfio, Ha)XKaB Ha KijaBuaType KHomky "OtmeHna", u
J0’K1aThes Bo3BpaTa KapTsl.

9. Ilocne momydyeHusi HaJIMYHBIX JCHEKHBIX CpeAcTB B baHkomare cienyer mnepecyuTarb
OaHKHOTHI MOJIUCTHO, yOenutbcs B ToM, 4to Kapra Obuta Bo3BpaimleHa bankomarom, noxkaarbcs
BbIJIa4M KBUTAHIIMU TIPU €€ 3aIPOCce, 3aTeM MOJIOKUTh UX B CYMKY (KOIIEJIeK, KapMaH) U TOJIbKO MOCIIe
3TOr0 OTXOAUTH OT bankomara.

10. Cnenyer coxpaHsaTh pacnedaTaHHble baHKOMaTOM KBUTAaHUMU JJI MOCIEAYIOIIEH CBEPKU
YKa3aHHBIX B HUX CYMM C BBITUCKO# 1o Cuery.

11. He npucaymmBaiTech K COBETaM TPEThHUX JIMII, @ TAKKE€ HE MPUHUMANTE UX MOMONIL MPH
nposeneHuu onepauui ¢ Kaproi B bankomarax.

12. Ecnu mpu npoBenenuu onepauuii ¢ Kaproit B bankomare bankomar He Bo3Bpamiaet Kapry,
cleyeT TO3BOHHUTH B KPEIUTHYIO OpraHu3anuio mo TtenedoHy, yKkazaHHOMy Ha bankomate, u
OOBSICHUTH OOCTOSITENBCTBA IPOM3OIICAIIEIO, a TaKXKe cleayer oOpaTuThcs B baHk, u paiee
CJIe1I0BAaTh UHCTPYKUHUSAM COTpYyIHUKA baHKa.

Pexomennanuu npu ucnonb3oBanuu KapTol
Juist 0€3HaJIMYHOM OIIaThl TOBAPOB U yCIYT

1. He ucnons3yiire KapTel B opraHu3anusx TOproBild U yCIYyT, HE BbI3bIBAIOLINX JOBEPUSI.

2. TpeOyiite nmpoBeaenus onepanuii ¢ Kaproii Tonpko B Bamem npucyTcTBul. 9T0 HEOOXOAUMO
B IIEJIIX CHIDKEHHS PUCKA HEPAaBOMEPHOTO IMOJIy4YeHHUs Bammx nepcoHanbHbIX JaHHBIX, YKa3aHHBIX
Ha Kapre.

3. IIpu ucnonwszoBanuu KapTel Uit OmjaTel TOBAPOB U YCIYT KaCCUP MOKET MOTpeOOBaTh OT
Bnazaenbia Kaptel npegocraButek macnopt, noanucats yek wiu BBecTu [IMH. [Tepen nabopom [TMH
cienyeTr yOeauThCsl B TOM, YTO JIFOJM, HaXOASIIHUECS B HEMOCPEICTBEHHON OJM30CTH, HE CMOTYT €T0
yBuAeTh. [lepen Tem kak moamucaTh 4ek, B 00s13aTeIbHOM MOPSIIKE MPOBEPhTE CYMMY, YKa3aHHYIO Ha
JeKe.

4. B ciyuyae ecau mpu nonsITKe oruiatel Kaproi mmena Mmecto "HeycnemHas" onepanus, CieayeT
COXPaHUTh OJWH AK3eMIULsip BbigaHHoro IIT dyeka nmius mocnmenyromieid MpOBEPKH HA OTCYTCTBUE
YKa3aHHOM oIlepanuy B BhIIUCKE 0 Cuery.

Pexomenaanuu npy COBEpLICHUU ONEPALUN €
Kaproit yepes cetb «MHTEpHET»

1. He ncnone3yiite IIMH npu 3aka3e ToBapoB U ycayr depe3 ceTb «MHTEpHET», a Takxke Io
tenedony/daxcy.

2. He cooOmaiite nepcoHanbHble naHHble uiau uHopmanuio o Kapre (Cuere) uepes ceTh
«MuTepuery, Hanmpumep [TMH, maposim noctymna k pecypcam banka, cpok nericteus Kaptel, uctoputo
orepanuii, IepCoOHaNIbHbBIE IaHHBIE.

3. CnemyeT moIb30BaThCsl MHTEPHET-CATaMU TOJBKO U3BECTHBIX U TIPOBEPEHHBIX OpTaHU3aINi
TOPTOBIIU U YCIIYT.



4. OOs3arenbHO yOenuTech B MPABWIBHOCTU agpEeCOB HHTEPHET-CAMTOB, K KOTOPBIM
MOJKJII0YAaeTeCh U Ha KOTOPHIX COOMPAETECh COBEPIUIUTH IMOKYIKH, T.K. MOXOXHE ajpeca MOTYT
MCIIOJIb30BAThCS AJIS OCYIIECTBICHUS HEIPABOMEPHBIX JCHCTBHMA.

5. PexomeHayeTcs coBepIaTh MOKYIKH TOJIBKO CO CBOETO KOMIIBIOTEPA B IENISIX COXPAHCHHUS
KOH(HICHIIMAIBHOCTH TIEPCOHANILHBIX TaHHBIX ¥ (Wau) uHpopmanuu o Kapre (Cuere).

B ciywae ecnmm TOKyIKa COBEpIIAeTCs C MCIOJNB30BAaHHUEM YYXKOTO KOMIBIOTEpa, HE
PEKOMEHIIyeTCSI COXpaHATh HAa HEM IEepPCOHAJbHBIC JaHHBIC W JAPYryl0 HH(OpMammio, a Tocie
3aBEpILICHHSI BCEX ONEpalnii HY)KHO YOCIHMTHCs, YTO TIEPCOHAIBHBIC JaHHBIC W Apyras WHGOpMAIHsI
HE COXpaHWINCH (BHOBB 3arpy3uB B Opaysepe web-cTpaHHUIly MpoJaBIia, Ha KOTOPOil COBEpLIATUCH
MTOKYTIKH).

6. YcTaHOBHUTE Ha CBOWM KOMIIBIOTEp aHTHBHPYCHOE MPOrPAaMMHOE O0ECIIEYEHHUE U PETYISIPHO
IIPOM3BOJIUTE €r0 OOHOBJICHHUE U OOHOBJICHHUE JPYTUX HCIIOIB3YeMbIX BamMu mporpaMMHBIX IPOTYKTOB
(onepariOHHOM CUCTEMbI U MPUKIIAJAHBIX IPOIPaMM), 3TO MOXKET 3allUTUTh Bac OT NpOHUKHOBEHUS
BPEIOHOCHOTO MPOTPaMMHOT0 00ecIIeYeHusl.



